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The goal of this white paper is to provide an easy and efficient roadmap for migrating to the Cloud,
especially for law firms, and to provide guidance and solutions to the challenges they may face.

The paradigm shift that happened thirty years ago with introduction of computers changed the way we
work; a similar shift is being witnessed in the contemporary business environment. Most legal firms are
enhancing their IT capabilities, allowing them to improve service and cope with the competition. The
most important and time-consuming task for any organization’s IT team is managing and maintaining in-
house infrastructure for supporting their ever-growing needs. This is where Cloud Computing comes into
picture; it has emerged itself as flexible, handy and a performance-enhancing IT solution. Organizations
evaluate technologies on the basis of cost effectiveness, process efficiency, security and utility. The most
important evaluation criterion, especially for law firms, is data security. It is cited to be the primary reason
why law firms are hesitant for leveraging cloud-enabled solutions, which makes perfect sense, as law firms
deal primarily with highly sensitive data. However, the entire assumption is based on a premise of cloud
being unsafe, which begs to differ from most researches conducted in comparison with in-house
solutions.

Let’s start by answering a simple question, “What is Cloud Computing?”

According to definition, Cloud Computing is “an Internet-based computing that provides shared
processing of resources and data to computers and other devices; on demand.” It represents a paradigm
shift which is beneficial for both users and service providers.

National Institute of Standards and Technology (NIST)[1] defines cloud computing as “a model for enabling
ubiquitous, convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction."

Cloud being the broad term it is, for law firms, it boils down to a ‘web-based software or service’ that
leverages the internet, utilizing a browser or application, where the application is not installed locally in
the user’s PC, instead is hosted in a remote server.

Cloud service offerings as an IT service often include:

Pay-as-you go model without paying an exorbitant price,

Usage-based pricing so that the user does not end up paying more for what he is not using,

Location independence, high accessibility and less vulnerable to faults,

Scalable, so that users can consume resources per their needs,

Ubiquitous access to services, regardless of location or time.

Introduction
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Cloud Services are broadly categorized into three models:
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Infrastructure as a service (IaaS):
includes servers, storage, network and network services

Platform as a service (PaaS):
includes an application deployment with application services

Software as a service (SaaS):
subscription based software applications

IaaS

PaaS

SaaS

All three Cloud models[2] work differently for different companies, depending on their needs and

requirements. In the case of law firms, these needs often include Case Management Software, Cloud-

based Legal Practice Management Software, real-time calendars, task management and work delegation

systems, client management, project/matter management applications & legal CRMs.

This white paper acts as a guide by citing vital information for successful Cloud Migration for law firms.

It also describes the current state of cloud penetration among law firms and provides notable key

considerations that are needed to be considered before migrating your mission critical data and

applications to the Cloud. Moreover, it acts as the step-by-step guide for a successful Cloud Migration.
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Law firms and Cloud

Law firms and practices have started to realize the importance of the Cloud, and have started investing in
it; however, a part of this industry is not as accustomed to cloud adoption as its counterparts.

The business world has embraced cloud with open arms, however, lawyers are yet to match the rate of
adoption shown by other business. The 2016 Legal Technology Survey Report conducted by American
Bar Association (ABA)[3] shows lawyers are still moving cautiously to the Cloud; although, there has been
a significant increase in usage from 2015. It is also stated that many more lawyers are actually using the
cloud than they realize, as answers show confusion and contradiction regarding the actual use of cloud
computing.

Lawyers and law firms do realize the unparalleled benefits offered by cloud computing including fast and
scalable ways to use advance legal technology tools, that do not require substantial upfront capital
investments. Most cloud services have periodic fees as a form of “subscription” depending on the usage
and number of users. Many lawyers report they are already using file Cloud storage and sharing services
like Dropbox. The Legal Technology Survey clearly indicates that cloud computing is slowly becoming a
standard approach in legal technology that is being considered by most lawyers. Even with the
reservations lawyers have, it is important to note that cloud usage has significantly increased.

Legal Technology Survey Highlights

Cloud usage has grown more than 20% since 2015, with penetration levels up to 37%. Usage has also
grown at a steady pace of 30% from 2013 through 2015, with maximum adoption by small businesses.

Data security, control, confidentiality and ownership remain the main concerns for the lawyers, along
with vendor ethics, reputation, and longevity. That being said, employment of precautionary measure is
still quite low, with only 38% actually applying any one of the standard cautionary measures listed in the
2016 survey, with 12% reporting to have taken neither of the precautions.

The survey indicated that lawyers are extensively charmed by Cloud benefits such as “predictable monthly
expenses with no upfront capital costs” and “anytime anywhere access”.

Leveraging cloud in consideration with client’s needs, expectations, and desires could form a valid
strategy for distinguishing yourself as innovative lawyers and firms.

Lawyers are becoming more considerate in the use of cloud services. The new and young lawyers
demographic those with less than 10, and 10-19 years of experience lead the charts for maximum Cloud
adoption rates; however, the more experienced are gaining on them quickly, and to a bit of surprise, the
40-49 age group are the largest percentage users of the Cloud.
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Usage of Cloud among lawyers and firms
Sololawyersandsmallbusinessescontinuetobethebiggestcategoryofusers,andtherehasbeenasignificant
growth in usage among medium size firms, as well. Many mobile and web applications are front ends of
Cloud solutions and many don’t realize that they are already using Cloud solutions.

Security from a law firm’s perspective
Law firms express a lot of concerns when it comes to Cloud security, confidentiality, and control issues.
However, they lack resolve in applying precautionary measures when it comes to cyber security; thus, the
result shows - out of the all the precautionary measures listed in the survey there is very little adoption
for most of them.

Benefits of Cloud Computing
The benefits reaped from Cloud computing are unparalleled, with anywhere-anytime access being the
biggest perceived benefit of cloud computing for lawyers; no startup cost, and predictable monthly
expenses also are rated highly. Benefits such as reducing cost on in-house IT, hardware / software
maintenance, scalability and quick start-up times are also considered as important advantages by the
respondents. Anyone who is familiar with data center procedures will argue that ‘Cloud’, more than often,
is far more secure than in-house solutions especially, in the case of small businesses. However, only 32%
of the lawyers taking the survey had a belief similar to that notion.
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59% 56% 55% 53%

Biggest concerns for law firms
As more respondents have reported using the Cloud, there also has been a slight increase in security and
confidentiality concerns and concerns regarding losing control of data. However, increasing awareness
has reduced concerns like possibility of losing access to data or ownership, vendor longevity, etc. Lawyers
who have not yet tried using the Cloud, expressed similar concerns with security and confidentiality, and
concerns of losing control of data was the reason behind their hesitation in adoption of Cloud. About
50% also cited “Unfamiliarity with the technology” as the reason.

Cloud features from a law firm’s perspective
The lawyers already using cloud services & solutions considered ‘Time and billing’ and ‘Case and matter
management’ functionality of Cloud as the most necessary, followed closely by ‘Scheduling &
calendaring’ and ‘Document management’.

CLOUD
MIGRATION
ROADMAP
for law firms

Time and billing
case and matter
management

scheduling and
calendaring

Document
management

0%

20%

40%

60%

80%

Confidentiality
or security concerns

losing
control of data

losing access to
and ownership

vendor longevity lack of
ethical guidance

11%

2015

2016

05

69%
72%

45%

57% 57%

41%

28% 27%
23% 24%



Continued use of Cloud Solutions
The survey showed that lawyers that are using Cloud enabled services show interest in its continued use
with answers to “Yes” increasing from 74% in 2015 to 77%. The respondents that opted “No” option
dropped to 4% from 6% in 2015, leaving the remaining 22% in the “Maybe” category. The main reasons
for “Discontinuation of further use” was due to concerns such as loss of control of data, adequacy of
current software, cost, and a previous negative experience.

Looking forward to trying Cloud Solutions
The respondents that are currently not using Cloud services showed mixed opinions when encountered
with a question of their plan to use Cloud solutions in the next year, with 42% saying “No”, 31% saying
“Maybe” and remaining 27% expressing their intentions of migrating to Cloud.

Will Current Users Continue

77% 04% 22%

Yes No Maybe
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Will Non-User Start?
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07%
03%
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Yes, within 1-2 years
Yes, sometimes

No
Maybe

Conclusion
The legal technology survey report shows a significant growth in use of the Cloud and Cloud-enabled
Solutions. It demonstrates the awareness about benefits capsuling the Cloud and what it might state for
law firms across the country. It is an industry on the brim of a paradigm shift, a transformational change
to embrace the Cloud with open arms. Sure, there are challenges especially with lack of actual attention
to confidentiality, due diligence and other security related concerns and misconceptions. The results
could be eye-opening for a law firm’s IT departments and technology committees, legal technology
vendors, and all legal professionals interested in the adoption of the technology. The report also reflects
upon the technology strategies in the industry and suggests the future of Cloud computing among law
firms.
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Migration Roadmap for Law firms
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Step 1: Assess your Applications and Workloads

Before migrating to the Cloud, what data should and should not be moved to the Cloud should be
assessed. It is ideal to start with a lower-risk model, one that migrates less sensitive data and customer
information. Alternatively, another selection procedure to select a cloud service is to refine which apps
are not to be migrated to the Cloud initially. Some aspects which should be taken into consideration
while choosing which applications should be migrated are:

Applications that run in a different time zone as compared to where your company’s personnel are
located.

Applications that are used by a group of mobile workers to manage their time and activity.

Service Oriented Architecture (SOA) Applications.

Applications that run rarely, but when run, require significant amount of computing resources.

On the contrary, applications that are less suitable for migration to the Cloud in initial stages include
those:

That contains extremely sensitive information, specifically those that are highly vulnerable.

That are performance-sensitive.

That require voluminous transactions.

Applications that run on legacy platforms that Cloud providers do not support.



Step 2: Build a Business Case

Building a business case for migrating applications requires a robust strategy, precise data of the current
state and an understanding that the advantages reaped by Cloud computing are not merely to reduce
costs but to deliver meaningful business value. High level value propositions for cloud computing,
including cost savings, the shift of capital expenditures (CAPEX) to operational expenses (OPEX)[4] , faster
deployment speed, elasticity, remote working etc., are necessary but inadequate lest quantified.

Cost Analysis: Once an application that must be migrated is identified, a proper cost analysis is to be
done. Cost comparison is to be followed after cost analysis. In order to find the optimum cost of
migration of an application, a cost break-up must be known. Some elements to be taken into
consideration for the cost break-up are:

Costs of on-going cloud service: Sometimes Cloud service providers charge extra for peak loads and
other perks it offers. The law firm has to be well aware of the cloud service provider fees and the
effects of variable demand and its cost difference.

Service Management: Management of services and service providers is a skill that is commonly not
well developed in many firms. However, it is one of the most important parameters in the success
of Cloud Computing.

License Management: Licensing contracts and third-party software dependencies are to be
understood well before migrating applications to Cloud.

Re-designing the application: The application may require design changes in order to be compatible
with Cloud deployment and take full advantage from it.

Application deployment and testing: Once all the above steps are through, the application has to
be configured, deployed and tested in Cloud.

Application administration and maintenance: It is the client’s responsibility to execute ongoing
maintenance and administration of Cloud-application.

Integration of application: Sometimes, there will be a need to maintain connections between
migrated application and data that is in-house, thus, new integration software may be needed.

Cost of developing Cloud skills: IT technicians and personnel might require training to support the
migration of Cloud.
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Service Levels

Along with assessing the costs, it is equally important to verify that the service provided by cloud-based
application will be similar to the present service levels. The demanded service levels should be agreed
upon with the cloud provider and well documented in the agreement. Negotiation is key to fruitful
migration of applications to the Cloud. Specific considerations should be taken into account while
developing a strategy for Cloud Computing. The following application characteristics should be
considered for each migration of application to the Cloud:

Application availability: A Service-Level Agreement has to be made that defines the level of service
expected from the service provider. The criticality of the application to business operations will
determine the availability requirements that must be clearly specified in the agreement.

Performance of application: Particular performance targets need cloud service for performing. This
is proportional to the performance requirements of the application.

Application Security:While moving an application to the Cloud, it is not the sole responsibility of the
vendor to ensure whether proper security controls are in place and operating correctly, but also
the customer’s responsibility.

Privacy: Personally Identifiable Information (PII) or Sensitive Personal Information (SPI) handled by
the cloud application must be properly stored and maintained.

Business Impact

With the above cost and service analyses, additional business factors also should be monitored on a daily
basis:

Revenue Impact: Will the application that is intended to generate revenue, if moving to Cloud,
expected to increase that revenue?

Customer acquisition or engagement impact: For a customer-facing application, is the migration to
Cloud expected to increase the number of customers accessing it?

User satisfaction: User satisfaction generally includes availability, response times or user-interface (UI)
of the application. Will the application improve such aspects of its usage after Cloud migration?

Time-to-market improvements: Will the migration to Cloud shorten the time it takes to provide
functional enhancements to customers?

Cost of handling peak loads: The cost of shifting server capacity up and down to match the load
demand for Coud-based application should be compared with similar costs before migration.

All the personnel from partners and executives to lawyers and consultants to procurement and
management departments must review the business plan before proceeding to mollify the issues that the
law firms may face years down the line.
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Step 3: Develop a Technical Approach

There are mainly two service models that are used for the migration of existing application: Platform as a
Service (PaaS) and Infrastructure as a Service (IaaS)[5] .

PaaS Migration
To opt for PaaS, the applications must be designed for the runtime requirements available in target for
the PaaS service. A PaaS must provide all the elements for the application to run like an operating system,
application server, database, etc. Thus, the customer must only be concerned with specific application
data and its components. Configurations like software levels, presence of tools for setup, reporting, etc.
should be present equally.

IaaS Migration
To adopt an IaaS service, the requirements on cloud services tends to be lower. The complete software
stack is migrated including the application code itself to any supporting code that is required. In order to
achieve this, the whole stack of software must be packed as one or more virtual machine (VM) images
that can be copied into the Cloud and implemented there.

Common Technical Considerations
Irrespective of opting PaaS, or IaaS, the following technical considerations must be taken care of:

Skills: Skills necessary to prepare and migrate application components are considered as skills bare
minimum for the organization to possess. If not, a skilled Cloud migration specialist of your cloud
service provider can be used.

Security: Appropriate security of application data is crucial and goes without saying. The Cloud
service’s security features may be different from those in-house. Thus, the measures applied to
negate them must be scrutinized. Other choices depend on the security measures applied by
service provider of the Cloud service.

Monitoring and Management: A critical question that has to be taken into consideration is: Can in-
house tools still be used or is it necessary to adapt new monitoring and management facilities
supplied by the Cloud Service provider?

Scalability: One of the most significant advantages of a Cloud service is its scalability. Applications
that are to be migrated to the Cloud must be structured properly to take advantage of scalable
cloud resources. Particularly, the challenge of reprogramming an application in order to use
multiple processors simultaneously can be important.
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Patterns
One approach that leads to successful migration of applications to the Cloud is the use of patterns.
Patterns define common aspects of Cloud Computing and the application designing for Cloud. Patterns
can be useful to understand appropriate organization of software stacks and also in comprehending the
necessary changes to code application for successful migration to Cloud.

Step 4: Adopt a Flexible Integration Model
An application that is being migrated to Cloud service may have connections with other applications. It
is a common trait. The application owners need to understand the impact of these connections
thoroughly. The process of integration of Cloud is distinguished in three types:

Control (or Process) integration: Here, the application uses another application in order to run the
sequence.

Data integration: Here, the output of one application’s data will become the input of another
application. In short, there is data sharing amongst two or more applications.

Presentation integration: Here, various applications display their results simultaneously to the user
through a dashboard.

The main purpose of these integrations is to perform end-to-end sequence that bridges boundaries
between different business capabilities or systems.

There are multifarious approaches that can be used to address the challenges faced while migration to
Cloud and usually there is not a single approach that works in all cases. Thus, we suggest integration
approach that has the following characteristics:

That which is flexible.

Which is based on standards.

That which allows more migrations that may occur in future.
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Step 5: Address Security & Privacy Requirements

The two most prevalent issues that Law Firms face the most are: Privacy and Security. Depending
on the sector, these issues may be on a higher or lower potential priority.

Security involves multiple issues. Some of these may be:

How difficult is it for the hacker/intruder to hack into data center of your Cloud system?

Will you know it when it happens?

What does SLA vouch in terms of security measures?

How do you authorize an employee to access a system or application in the Cloud? Or how soon
can you unauthorize them?

How can you verify the virtual platform or Cloud management software running on systems you use?

How can you safeguard yourself from malwares by other customers?

Is your data vulnerable to domestic or international law enforcement agency by the Cloud service
provider if legally bound?

Privacy and Security often go hand-in-hand. But privacy carries the additional burden that
violation of privacy will result into:

Loss of business

Jeopardize active litigations and law suits

Non-compliance with government regulations

Legal action and litigation in case information has been disclosed

As all the risks have been stated above, it turns out that active consideration, will in fact,
increase its security. There are the following two facts to corroborate with this statement:

Cloud service providers have many advanced resources than many of their customers. They are
warier of their business and thus, will prevent any attack by invaders/hackers by using their resources.
As a result, the customer data is secured in Cloud service providers’ environment better than it is
in-house. To relate this with a real-life example, this is the reason why people invest in safety deposits
at banks and store their valuables there, than at home.

Once your data is with a Cloud service provider, the attacker who has targeted to invade your data,
would face extreme difficulty and multiple firewalls in order to access your data.
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Step 6: Manage the Migration

Having seen the inside-outs of the application migration to Cloud, Cloud migration specialist can plan
and execute the application migration. Performing the migration is a compound process and cannot be
executed just by a formal plan and a skilled person. The key components of application migration
procedure are:

Deploy the Cloud Environment: Procure, install and test storage options. Also compute, and check
network and security resources that constitute the Cloud environment.

Install and Configure applications: Applications and middleware must be installed and configured.

Harden the Production Environment[6]: Install additional utilities and services for business and safety.
Sometimes the service providers have already installed it for you. In that case, they do not need
to be installed separately.

Execute a trial migration: Try to do a mock migration to know all the problems and difficulties that
might be faced during the actual migration.

Cut over to production Cloud: With a successful trial migration, or with some errors which could be
easily be mitigated during the actual migration, a formal schedule for actual migration must be
programmed. In case the trial migration has critical and intractable issues, perform Step 4 with
proper edit in the application codes.
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With all that being said, there are some cautious steps that might decrease the chances of your data being
breached. Note that these steps will not give you a 100% guarantee, but of course, as stated, will decrease
the chances of data attack to a huge extent.

Have a complete idea about your data that is being migrated to the Cloud.

Make classifications on the basis of confidentiality of the data. Migration of data to the Cloud must be
done on the basis of this classification.

Identify which information raises privacy concerns like account numbers and other sort of personal
data.

Understand government regulations and determine what needs to be done to meet those regulation
standards.

Perform normal risk management tasks of assessing risk of security or privacy violations.

Review thoroughly the cloud provider’s privacy measures and make sure it is well documented in the
SLA.

Design how to authenticate and authorize users.

Irrespective of solution chosen for authentication, you need to make sure that your user de-
provisioning process can be executed in a smooth manner.
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In the words of Stewart Brand, “once a new technology
rolls over you, if you’re not part of the steamroller, you will
be part of the road”. In this era of constantly changing
technologies, one needs to be progressive. Thus, here at
vTech, we make sure that you stay ahead of the curve by
being proactive and dynamic.

Founded in 2006, vTech Solution, Inc. (vTech) has
several years of experience in providing Cloud-based
solutions and services to our clients. We have the
knowledge, resources and expertise to provide mission-
critical solutions that help organizations to adopt a
headship pattern that focuses both on IT systems and
people.

vTech has experienced consistent growth over the years
and lays strong emphasis on quickly applying new and
emerging technology and platforms in its implementations.
The company is financially sound and owns offices in
Virginia and Washington, DC. It has direct and remote
support services available across the U.S. sub-continent to
deliver and implement projects on time.
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We have highly qualified Professionals, certified Engineers and Cloud experts to provide
you with an end-to-end managed hosting solution to match your mission-critical needs.
We combine our state-of-art technologies with vast knowledge & experience of our
managed hosting team to give you a complete & unparalleled full-service offering.

Our managed hosting solutions are Designed for large, multi-faceted deployments, vTech
managed hosting provides dedicated, virtual, or seamlessly integrated environments with
24x7 management of core services including database, security, monitoring, and backup.

We provide managed hosting solutions that are backed by industry-leading Service Level
Agreements (SLAs) assuring maximum uptime and can be accessed and monitored
through our Web portal, complete with an easy-to-use Managed Hosting Executive
Dashboard.

We are capable of providing cloud solutions on demand with instant deployment, higher
flexibility, expert management by 24x7 support from superior IT staff, regular TAM reviews,
and customized, detailed reporting and escalation process.

What sets us apart is our willingness to go the extra mile and add personal touch in all our
client engagements. We provide a dedicated account manager that makes sure the our
clients are not just satisfied, but delighted with our services.
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vTech Solution, Inc.
1100 H Street, NW

Suite 450
Washington, DC 20005

202 644 9774 (O)
866 733 4974 (F)

www.vTechSolution.com

Follow us on:

A+
An ISO 9001 : 2015 certified company
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